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POLARIZATION AND EXTREMISM RESEARCH AND INNOVATION LAB (PERIL)

PERIL brings the resources and expertise of the university sector to bear
on the problem of growing youth polarization and extremist radicalization,
through scalable research, intervention, and public education ideas to
reduce rising polarization and hate.

SOUTHERN POVERTY LAW CENTER
The SPLC seeks to be a catalyst for racial justice in the South and
beyond, working in partnership with communities to dismantle white
supremacy, strengthen intersectional movements, and advance the
human rights of all people.
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Whether you live with a young
person, or now work virtually with
youth, radicalization to extremism
is something we all should be
concerned about. Extremists looking
to recruit and convert children are
predatory. Like all forms of child
exploitation, extremist recruitment
drives a wedge between young
people and the adults they would
typically trust. Radicalization is a
problem for our entire society, from
the innocent people it victimizes to
the family bonds it breaks apart.
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Whois this guide for? We wrote thisguide with awide range
of caregivers in mind.

Caregivers living with children and young adults. This
includes parents, grandparents, foster parents, extended
families, and residential counselors who are the guardians
and caregivers of children and youth living at home, in
group homes, and other residential settings. They are on the
front lines of recognizing and responding to radicalization.

Caregivers outside the home. This includes teachers, prin-
cipals, school counselors, coaches, music teachers, religious
and youth group leaders, scout troop leaders, employers,
social workers, mental health therapists, and other adults
who engage with youth, even in virtual settings. These
adults can form a dense network of trusted role models and
authority figures, and are well-placed to recognize warning
signs of radicalization. Adults outside the homealsoo er
a key network for in-home caregivers and parents to con-
nect with as a resource and sounding board.

Whether you live with ayoung person or work with youth
virtually or in-person, radicalization to extremism is some-
thing we all should be concerned about. Extremists looking
torecruitand convert childrenare predatory. Like all forms
of child exploitation, extremist recruitment drives awedge
between young people and the adults they would typically
trust. The radicalization of young peopleisathreat to civil
society, from the innocent people it victimizes to the fam-
ily bonds it breaks apart.

Radicalization occurs in an era of converging crises. From
the COVID-19 pandemic to ongoing Black Lives Matter
protests against the legacy of police brutality to the sys-
temic racism of voter suppression and legislation that for-
bids critical appraisals of race and racism in schools. These
conditionsa rm the need to end and to dismantle white
supremacy as an essential step to preventing extremist rad-
icalization. Extremists are seeking to direct these crises
inways that heighten the risks of violence and online rad-
icalization. This guide will help families, caregivers, and
youth recognize and confront new risks posed by far-right
extremists during this time. Itwill also help you build resil-
ience against these risks well beyond this moment.
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nline radicalization bccurs when someond’s online activities—reading, watching videos, or socializing—help
lead them to adopt politically or religiously extremist views. Extremist beliefs say that one group of peopleisin
dire conflict with other groups who don’t share the same racial or ethnic, gender or sexual, religious, or political iden-
tity. Extremists believe that this imagined conflict can only be resolved through separation, domination, or violence
between groups. This frequently leads to anti-democratic opinions and goals, such as a desire for dictatorship, civil

war, or an end to the rule of law.!

“Radicalization” simply means any process that leads a person to hold extremist beliefs. These beliefs may or may
not lead to overt violence. Just as there are many forms of extremism, there is no single pathway to radicaliza-
tion. It is a complex process, involving many personal and external influences. Finally, it is important to note that
not all ‘radical’ politics are extremist. Beliefs that challenge established systems of political power are sometimes
unfairly labeled this way in order to discredit them. Remember: for someone’s political views to be a matter of seri-
ous concern, they should match the definition of extremism provided above. Here are some of the most common

ways people radicalize online:

Content “Rabbit Holes.” People can radicalize by reading
or viewing increasingly extreme texts, videos, memes, or
other content online. Gradual encounters with more and
more extreme content—sometimes through automatic
recommendations that suggest other videos to watch,
books to purchase, or articles to read—can open pathways
to radicalization for at-risk people. Healthy skepticism of
government can develop into views that promote socie-
tal breakdown or violent conflict with democratic insti-
tutions. For example, an interest in conspiracy theories
might lead to antisemitic world views.

Filter Bubbles. Online radicalization is helped by a lack
of competing views or challenges to the ideologies people
encounter online. Research shows that when someone
only spends time with like-minded people, they are more
likely to move to extremes.?

Peer Sharing. Sometimes, people are shown
extremist content and propaganda by peers and
online acquaintances. Often, such content is
treated as a dark joke or “edgy” humor expressed
through a playful meme or animated video. But
research shows that exposure like this can lead
some people to consider extremist posi-
tions, preparing them for later radicaliza-

tion.® Jokes, like memes about

A PARENTS AND CAREGIVERS GUIDE TO ONLINE RADICALIZATION
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here are some specific warning signs that should send up a red flag about the kind of content a child is being
exposed to online. Ifayoung person inyour life begins to share the following ideas, there is a strong chance they
have been exposed to radicalizing material. Here are some signs to watch out for:

Fear of a “Great Replacement” or “White Genocide” in
which awhite minority is politically oppressed by a non-
white majority. Sometimes, thisis tied to conspiracy the-
oriesthataglobal elite seeks to remove whites, as they are
the greatest threat to global government.

Belief in antisemitic conspiracy theories. Sometimes,
antisemitism is disguised as ironic belief in more outland-
ish conspiracy theories (e.g. that Jews are shape-shifting
aliens). This can act as a radicalization pathway to more
conventional antisemitic views. (See Peer Sharing for
more onl he role of h N mor and iror(r in radicali a ion)

Belief in the necessity of violent insurrections. This can
take the form of support for an upcoming second American
Civil War. Or, it can be attached to previous events, such as
the January 6th Capitol insurrection or the many stand-
0 sthathave historically taken place between the US gov-
ernmentand unlawful militias. Be alertand listen for clues
that a young person might be valorizing these events.

Belief in male supremacy or expressions of misogyny,
including policing the behavior of girls or young women.
Radicalization of this type often includes a view of his-
tory in which feminism fatally ruined the stability of
American society. At another extreme, male supremacy
can take the form sexual nihilism, the belief that sex and
romance are either worthless or unattainable, and that
women are to blame for this.

Belief in the necessity of violence to suppress the broader
Movement for Black Lives and/or protests or uprisings
against racial injustice and police brutality. Or, the belief
that critical education about the history and structural leg-
acy of raceand racism representsaplot to undermine society.

Sharing concepts associated with scientific racism—that
is, using language of genetics, evolution, and psychology
to support racist stereotypes and justify racial hierarchies.
This commonly takes the form of anti-black and anti-His-
panic racism, rationalizing old stereotypes using new scien-
tific jargon. But it can also assume the form of a backhanded
compliment; for example, claiming that Jews and Asians
are biologically smarter and more collectivist than whites
and, therefore, should not be allowed in white countries.

Blaming immigrants for societal shortcomings. Attitudes
that treat immigrants as dirty, disease-carrying, criminal,
or taking more than their fair share are red flags that some-
one is being exposed to radicalizing material. Immigrants
are especially common scapegoats for people who feel that
they’ve been denied something they were entitled to—
social status, in particular. (See Anger and Bef ra a[l in
the Underc{ andmg he Dﬂ erg cecf ion, belo .)’

Looking forward to societal chaos or collapse. A sense of
violent nihilism with little political substance is emerg-
ing as a more and more common kind of extremism.
Comments that express a desire for complete societal
breakdown, with slogans like “there is no political solu-
tion,” should be cause for immediate concern.

WWW.SPLCENTER.ORG/PERIL | WWW.AMERICAN.EDU/PERIL
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arents and caregivers can help prevent and interrupt radicalization processes by staying alert to the kinds of
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Desire for Love and Friendship. Strange as it sounds,
many extremists embrace hate hoping it will bring them
closer with someone they love.>* Whether a family mem-
ber, boyfriend/girlfriend, or close friend, we all want to be
in agreement with those we care about. It is sometimes
easier to embrace extremism than to reject a loved one

WWW.SPLCENTER.ORG/PERIL | WWW.AMERICAN.EDU/PERIL
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he good news is that parents and caregivers are the people in the best position to stop radicalization in its tracks.
If you're concerned about a child or young adult you know becoming radicalized, here are some strategies

to engage them:

LISTEN to what young people are saying. If they begin
to repeat themes or vocabulary associated with extrem-
ists and conspiracy theories, try not to ridicule or punish
them. Ridicule and scolding have actually been shown to
strengthen problematic belief systems.® Instead, suggest
that the people spreading these messages may have their
own motives besides the truth and a child’s well-being.
Then, reach out for help from one of the resources pro-
vided at the end this guide.

ASK QUESTIONS about what children are doing online,
what they are learning, and what kinds of websites and
platforms they spend time on. Approach these questions
fromaplace of curiosity rather than monitoring. Ask open
ended questions, like “What values do you stand for?” or
“What kind of person do you want to be?” Asking questions
that show genuine interest in a child’s activities and hob-
bies may open up new lines of communication and shar-
ing about what they do online. Ask questions that let them
teach you something from their lives, like “How does that
game work?” or “How do you think your teachers could be
do better in the way they speak about racism?” Teenagers
may open up more if you raise questions during casual
activities where they are not the only focus of your atten-
tion. Talking while driving in the car, folding laundry, or
taking awalk can reduce the pressure.’

DISCUSS the news with children in an age-appropriate
way. Visit sites like the News Literacy Project to learn how
you can avoid misinformation and propaganda. Screen con-
tent they are watching by looking at the reviews and par-
ent/child ratings on Common Sense Media. Proactively
suggest materials published by trustworthy news sources
andread an article together each day. Subscribe and listen

to acredible current events podcast together. Pay atten-
tion to the news sources children favor and ask them how
they know the sources of their information are credible.
Help direct them toward reliable news sources. Continue
to educate yourself on how to identify misinformation and
disinformation in the news and elsewhere.

EDUCATE children on the ways that propaganda and mis-
information are used to manipulate people. Talk to them
about both the styles and strategies of extremist propa-

A PARENTS AND CAREGIVERS GUIDE TO ONLINE RADICALIZATION


https://newslit.org

Preventing online radicalization is about more than just
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fachild or young adult you know seems to be at risk for radicalization, reach out for help. Find out who your
child trusts. If there is a trusted teacher, coach, clergy member, or other adult outside the home who cano er
support, speak with them. If you are a caregiver outside the home, look for support within your organization and try
to determine if the child has good support at home. Below is a sample list of resources that can help. Extremism is a

WWW.SPLCENTER.ORG/PERIL | WWW.AMERICAN.EDU/PERIL 11


http://www.lifeafterhate.org/
http://www.lifeafterhate.org/
https://preventviolence.ca/
https://www.adl.org/hate-symbols
http://www.radicalrightanalysis.com/wp-content/uploads/2020/05/CARR-A-Guide-to-Online-Radical-Right-Symbols-Slogan-and-Slurs.pdf
http://www.radicalrightanalysis.com/wp-content/uploads/2020/05/CARR-A-Guide-to-Online-Radical-Right-Symbols-Slogan-and-Slurs.pdf
http://www.radicalrightanalysis.com/wp-content/uploads/2020/05/CARR-A-Guide-to-Online-Radical-Right-Symbols-Slogan-and-Slurs.pdf
http://www.radicalrightanalysis.com/wp-content/uploads/2020/05/CARR-A-Guide-to-Online-Radical-Right-Symbols-Slogan-and-Slurs.pdf
https://rationalwiki.org/wiki/Manosphere_glossary
https://rationalwiki.org/wiki/Manosphere_glossary
http://www.theatlantic.com/ideas/archive/2019/08/the-new-strategy-of-violent-white-supremacy/595648/
http://www.theatlantic.com/ideas/archive/2019/08/the-new-strategy-of-violent-white-supremacy/595648/
http://www.theatlantic.com/ideas/archive/2019/08/the-new-strategy-of-violent-white-supremacy/595648/
http://www.splcenter.org/hatewatch/2020/05/05/why-white-supremacists-are-targeting-zoom-meetings-during-covid-19-pandemic
http://www.splcenter.org/hatewatch/2020/05/05/why-white-supremacists-are-targeting-zoom-meetings-during-covid-19-pandemic
http://www.splcenter.org/hatewatch/2020/05/05/why-white-supremacists-are-targeting-zoom-meetings-during-covid-19-pandemic
http://www.splcenter.org/hatewatch/2020/05/05/why-white-supremacists-are-targeting-zoom-meetings-during-covid-19-pandemic
http://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme
http://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme
https://newslit.org/

Teaching Children about Prejudice & Racism
* No Racism in Schools #1865: https://www.noracis-
minschools.org

* Embrace Race, Resources: https://www.embracerace.
org/resources

eTelling the Truth About Slavery Is Not
Indoctrination by Clint Smith Il1: https://www.
theatlantic.com/ideas/archive/2020/09/real-stakes
-fight-over-history/616455/

» The Antiracist Research & Policy Center: https://www.
bu.edu/antiracist-center/

* The Western States Center’s toolkit on addressing
white nationalism in schools: https://www.western-
statescenter.org/schools

« “Anti-Racism Resources for Parents and Kids,”
Healthline: https://www.healthline.com/health/
parenting/anti-racism-resources-for-parents-and-kids

 “Anti-Racism Resources for All Ages,” Padlet: https://
padlet.com/nicolethelibrarian/nbasekqoazt336co

« Bertelsmann Foundation and PERIL, “The Boogaloo
Ballad of Henry Graves: Education Guide.” www.bfna.
org/democracy/the-boogaloo-ballad-of-henry-graves-
2eim66gep6/

* “How to Talk To Your Kids About Anti-Racism,”
PBS SoCal: https://www.pbssocal.org/education/
at-home-learning/talk-kids-anti-racism-list-resources/

* Guide to Allyship: https://guidetoallyship.com/

« “Black Lives Matter at School,” NEA EdJustice: https://
neaedjustice.org/black-lives-matter-school-resources/

« De Nichols’ Deliberate & Unafraid Book Club: https://
www.denichols.co/bookclub

« Black Lives Matter: https://blacklivesmatter.com

* GLSEN's resources for creating LGBTQ-inclusive
environments: https://www.glsen.org/resources

From SPLCs Learning for Justice:

 Resources for Confronting White Nationalism: https://
www.learningforjustice.org/magazine/new-resources
-for-confronting-white-nationalism

« Learning the Landscape of the Digital World: https://
www.learningforjustice.org/magazine/publications/
learning-the-landscape-of-digital-literacy

« LFRJs Digital Literacy Framework: https://www.learn-
ingforjustice.org/frameworks/digital-literacy

» Teaching Hard History | American Slavery resources:
https://www.learningforjustice.org/frameworks/
teaching-hard-history/american-slavery

* LRJ Text library (historical, primary documents, fic-
tion): https://www.learningforjustice.org/classroom
-resources/texts

 Let’s Talk: Facilitating Critical Conversations: https://
www.learningforjustice.org/magazine/publications/
lets-talk

* “Speak Up At School,” SPLCs Learning for Justice:
https://www.learningforjustice.org/magazine/pub-
lications/speak-up-at-school

« Speaking Up Against Hateful Rhetoric in Public
Discourse: https://www.learningforjustice.org/
magazine/speak-up-against-hateful-rhetoric

« “Speak Up: Responding to Everyday Bigotry,”
SPLC: https://www.splcenter.org/20150125/
speak-responding-everyday-bigotry

« “Learning the Landscape of the Digital World,” SPLCs
Learning for Justice: https://www.learningforjustice.
org/magazine/publications/learning-the-landscape
-of-digital-literacy

« “Responding to Hate and Bias at School,” SPLCs
Learning for Justice: https://www.learningforjus-
tice.org/magazine/publications/responding-to-hate
-and-bias-at-school
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https://www.noracisminschools.org
https://www.noracisminschools.org
https://www.embracerace.org/resources
https://www.embracerace.org/resources
https://www.theatlantic.com/ideas/archive/2020/09/real-stakes-fight-over-history/616455/
https://www.theatlantic.com/ideas/archive/2020/09/real-stakes-fight-over-history/616455/
https://www.theatlantic.com/ideas/archive/2020/09/real-stakes-fight-over-history/616455/
https://www.bu.edu/antiracist-center/
https://www.bu.edu/antiracist-center/
https://www.westernstatescenter.org/schools
https://www.westernstatescenter.org/schools
https://www.healthline.com/health/parenting/anti-racism-resources-for-parents-and-kids
https://www.healthline.com/health/parenting/anti-racism-resources-for-parents-and-kids
https://padlet.com/nicolethelibrarian/nbasekqoazt336co
https://padlet.com/nicolethelibrarian/nbasekqoazt336co
https://www.bfna.org/democracy/the-boogaloo-ballad-of-henry-graves-3eim66gep6/
https://www.bfna.org/democracy/the-boogaloo-ballad-of-henry-graves-3eim66gep6/
https://www.bfna.org/democracy/the-boogaloo-ballad-of-henry-graves-3eim66gep6/
https://www.pbssocal.org/education/at-home-learning/talk-kids-anti-racism-list-resources/
https://www.pbssocal.org/education/at-home-learning/talk-kids-anti-racism-list-resources/
https://guidetoallyship.com/
https://neaedjustice.org/black-lives-matter-school-resources/
https://neaedjustice.org/black-lives-matter-school-resources/
https://www.denichols.co/bookclub
https://www.denichols.co/bookclub
https://blacklivesmatter.com
https://www.glsen.org/resources 
https://www.learningforjustice.org/magazine/new-resources-for-confronting-white-nationalism 
https://www.learningforjustice.org/magazine/new-resources-for-confronting-white-nationalism 
https://www.learningforjustice.org/magazine/new-resources-for-confronting-white-nationalism 
https://www.learningforjustice.org/magazine/publications/learning-the-landscape-of-digital-literacy
https://www.learningforjustice.org/magazine/publications/learning-the-landscape-of-digital-literacy
https://www.learningforjustice.org/magazine/publications/learning-the-landscape-of-digital-literacy
https://www.learningforjustice.org/frameworks/digital-literacy 
https://www.learningforjustice.org/frameworks/digital-literacy 
https://www.learningforjustice.org/frameworks/teaching-hard-history/american-slavery
https://www.learningforjustice.org/frameworks/teaching-hard-history/american-slavery
https://www.learningforjustice.org/classroom-resources/texts
https://www.learningforjustice.org/classroom-resources/texts
https://www.learningforjustice.org/magazine/publications/lets-talk
https://www.learningforjustice.org/magazine/publications/lets-talk
https://www.learningforjustice.org/magazine/publications/lets-talk
https://www.learningforjustice.org/magazine/publications/speak-up-at-school
https://www.learningforjustice.org/magazine/publications/speak-up-at-school
https://www.learningforjustice.org/magazine/speak-up-against-hateful-rhetoric
https://www.learningforjustice.org/magazine/speak-up-against-hateful-rhetoric
/20150125/speak-responding-everyday-bigotry 
/20150125/speak-responding-everyday-bigotry 
https://www.learningforjustice.org/magazine/publications/learning-the-landscape-of-digital-literacy 
https://www.learningforjustice.org/magazine/publications/learning-the-landscape-of-digital-literacy 
https://www.learningforjustice.org/magazine/publications/learning-the-landscape-of-digital-literacy 
https://www.learningforjustice.org/magazine/publications/responding-to-hate-and-bias-at-school
https://www.learningforjustice.org/magazine/publications/responding-to-hate-and-bias-at-school
https://www.learningforjustice.org/magazine/publications/responding-to-hate-and-bias-at-school

Preventing & Dealing with Extremism

« My Child Is Sharing Conspiracy Theories and Racist
Memes. What Do | Say?,” Western States Center: https://
westernstatescenter.medium.com/my-child-is-sharing-
conspiracy-theories-and-racist-memes-what-do-i-say-
ealc8916d064
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https://westernstatescenter.medium.com/my-child-is-sharing-conspiracy-theories-and-racist-memes-what-do-i-say-ea1c8916d064
https://westernstatescenter.medium.com/my-child-is-sharing-conspiracy-theories-and-racist-memes-what-do-i-say-ea1c8916d064
https://westernstatescenter.medium.com/my-child-is-sharing-conspiracy-theories-and-racist-memes-what-do-i-say-ea1c8916d064
https://westernstatescenter.medium.com/my-child-is-sharing-conspiracy-theories-and-racist-memes-what-do-i-say-ea1c8916d064
/20170814/ten-ways-fight-hate-community-response-guide
/20170814/ten-ways-fight-hate-community-response-guide
https://neaedjustice.org/2019/10/11/5-things-educators-can-do-to-address-bias-in-their-school/
https://neaedjustice.org/2019/10/11/5-things-educators-can-do-to-address-bias-in-their-school/
https://neaedjustice.org/2019/10/11/5-things-educators-can-do-to-address-bias-in-their-school/
https://unesdoc.unesco.org/ark:/48223/pf0000244676
https://unesdoc.unesco.org/ark:/48223/pf0000244676
https://indd.adobe.com/view/57aec2f5-a65e-49fb-941f-aa85e600c4f9
https://indd.adobe.com/view/57aec2f5-a65e-49fb-941f-aa85e600c4f9
https://info-radical.org/wp-content/uploads/2017/12/How-do-I-talk-about-it-with-my-child_CPRLV.pdf
https://info-radical.org/wp-content/uploads/2017/12/How-do-I-talk-about-it-with-my-child_CPRLV.pdf
https://info-radical.org/wp-content/uploads/2017/12/How-do-I-talk-about-it-with-my-child_CPRLV.pdf
https://info-radical.org/wp-content/uploads/2016/08/INFORMATION-KIT-FOR-SCHOOL-PERSONNEL.pdf
https://info-radical.org/wp-content/uploads/2016/08/INFORMATION-KIT-FOR-SCHOOL-PERSONNEL.pdf
https://datasociety.net/library/oxygen-of-amplification/
https://datasociety.net/library/oxygen-of-amplification/
https://nationalonlinesafety.com/
https://virtual-addiction.com/
http://www.samhsa.gov/find-help/national-helpline
https://nationalonlinesafety.com/guides/what-parents-need-to-know-about-tiktok
https://nationalonlinesafety.com/guides/what-parents-need-to-know-about-tiktok
http://www.commonsensemedia.org/
http://www.splcenter.org/hate-map
/flyering-map
http://www.asianpacificpolicyandplanningcouncil.org/stop-aapi-hate/
http://www.asianpacificpolicyandplanningcouncil.org/stop-aapi-hate/
http://www.adl.org/reportincident
https://www.glaad.org/reportdefamation
https://www.glaad.org/reportdefamation
http://www.cair.com/report/
http://www.justice.gov/hatecrimes/get-help-now
https://victimconnect.org/learn/types-of-crime/hate-crimes/
https://victimconnect.org/learn/types-of-crime/hate-crimes/
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erta’n applications and online platforms should raise red flags for parents and caregivers. They can be the
starting point for a conversation with youth about why they are using those platforms. Of particular concern
are apps and platforms that use a high level of encryption, hide other apps, and applications designed to provide
content banned on mainstream sites. This is a constantly evolving space, and new sites and applications are always
emerging. The best advice is to ask children about their browser history along with any applications, platforms, or
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See for example Berger, J.M. 2018. Extremism. MIT Press; Mud-
de, Cas. 2019. The Far Right Today. Polity Press.

See Sunstein, Cas. 2013. Going to Extremes: How Like Minds
Unite and Divide. Oxford University Press.

See Phillips, Whitney. 2019. “It Wasn’t Just the Trolls: Early
Internet Culture, ‘Fun’, and the Fires of Exclusionary Laugher,”
Social Media and Society Vol. 5(3); Greene, Viveca S. 2019. “‘De-
plorable’ Satire: Alt-Right Memes, White Genocide Tweets, and
Redpilling Normies,” Studies in American Humor Vol. 5(1).

See Rosenblum, Nancy and Russell Muirhead. 2019. A Lot of
People are Saying: The New Conspiracism and the Assault on
Democracy. Princeton: Princeton University Press.

McCauley, Clark and Sophia Moskalenko. 2017. Friction: How
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